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User initiates 
login procedure 



Via the remote terminal 
authorisation centre 
communicates with user a 
Randomly selected 
arrangement of graphical 
symbols 



User generates a graphical 
symbol set using his symbol 
set generating algorithm and 
the arrangement of graphical 
symbols received 



User inputs his user ID and 
communicates with the remote 
terminal the graphical symbol 
set he has generated 



Remote terminal generates 
cryptographic key from 
symbol set and sends it to 
authorisation centre together 
with user ID 



Authorisation centre 
searches user ID database 
for the received user ID 
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Authorisation centre 
generates symbol set from 
the arrangement of 
graphical symbols sent to 
the user 
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Authorisation centre 
generates cryptographic 
key from symbol set 
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denied 




Authorisation centre 
searches symbol set 
generating algorithm db 
for the corresponding 
algorithm 
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Figure 2a 
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User initiates 
login procedure 



Via remote terminal user 
communicates his ID to the 
authorisation centre 



Authorisation centre 
searches user ID database 
for the received user ID 
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Remote terminal generates 
cryptographic key from 
symbol set and sends it to 
authorisation centre together 
with user ID 
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Authorisation centre generates 
symbol set from the 
arrangement of graphical 
symbols sent to the user 
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Authorisation centre generates 
cryptographic key from 
symbol set 



Authorisation centre 
searches symbol set 
generating algorithm db 
for the corresponding 
algorithm 



Authorisation centre generates 
an arrangement of graphical 
symbols best fitting to the 
symbol set generating 
algorithm built by the user 
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Via the remote terminal 
authorisation centre 
communicates with user the 
newly generated arrangement 
of graphical symbols 



User generates a graphical 
symbol set using his symbol 
2b8l generating algorithm and 
the arrangement of graphical 
symbols received 
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User communicates with the 
remote terminal the graphical 

symbol set he has generated 
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Figure 2b 
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User initiates 
login procedure 



Via remote terminal 
user communicates 
his ID to the 
authorisation centre 



Authorisation 
centre searches user 
ID database for the 
received user ID 
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Authorisation centre 
searches symbol set 
2c5 generating algorithm db 
for the algorithm 
corresponding to user ID 
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Authorisation centre 
generates an arrangement of 
graphical symbols best 
fitting to the symbol set 
generating algorithm built 
by the user 
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Via the remote terminal 
authorisation centre 
communicates with user the 
newly generated arrangement 
of graphical symbol 
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Remote terminal 
generates cryptographic 
key from symbol set 



User enters his message and 
remote terminal encrypts 
user's message with the 
newly generated 
cryptographic key 



Remote terminal sends 
cryptogram to the 
authorisation centre 



Authorisation centre 
generates symbol set from 
the arrangement of graphical 
symbols sent to the user 



Authorisation centre 
generates cryptographic key 
from symbol set 



Authorisation centre tries to 
decrypt the cryptogram 
received frtsm die remote 
terminal using the 
cryptographic key generated 
at the authorisation centre 



User generates a graphical 
symbol set using his symbol 
set generating algorithm and 
the received arrangement of 
graphical symbols 
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User communicates with the 
remote terminal the 
graphical symbol set he has 
generated 
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Figure 2c 
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User initiates 
login procedure 



Via remote terminal 
user communicates 
his ID to the 
authorisation centre 



Authorisation centre 
searches user ID 
database for the 
received user ID 
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Authorisation centre 
searches symbol set 
generating algorithm db 
for the algorithm 
corresponding to user ID 
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Authorisation centre 
generates an arrangement of 
2d6 graphical symbols best 
fitting to the symbol set 
generating algorithm built 
by the user 
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Via the remote terminal 
authorisation centre 
communicates with user the 
newly generated arrangement 
of graphical symbol 
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User generates a graphical 
symbol set using his symbol 
2d8 set generating algorithm and 
the received arrangement of 
graphical symbols 
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Remote terminal 
generates cryptographic 
key from symbol set 



Remote terminal generates 
unique encryption algorithm 
from symbol set 



User enters his message and 
remote terminal encrypts 
user's message with the 
newly generated 
cryptographic key and 
cryptographic algorithm 



Remote terminal sends 
cryptogram to the 

authorisation centre 



Authorisation centre 
generates symbol set from 
the arrangement of graphical 
symbols sent to the user 



Authorisation centre generates 
cryptographic key from 
symbol set 



Authorisation centre 
generates unique encryption 
algorithm from symbol set 



Authorisation centre tries to 
decrypt the cryptogram received 
from the remote terminal using the 
cryptographic key and 
cryptographic algorithm generated 
at the authorisation centre 



User communicates with the 
remote terminal the 
graphical symbol set he has 

generated 
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Login denied 
Message 
sender and 
content not 
authenticated 



Figure 2d 
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User initiates 
login procedure 



Via remote terminal 
user communicates 
his ID to the 
authorisation centre 



Authorisation centre 
searches user ID 
database for the 
received user ID 
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Authorisation centre 
searches symbol set 
generating algorithm db 
for the algorithm 
corresponding to user ID 
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Remote terminal generates 
unique encryption algorithm 
from symbol set 



User enters his message and 
remote terminal generates 
electronic fingerprint from the 
message. 



Remote terminal encrypts 
the digital fingerprint of the 
user's message with the 
newly generated 
cryptographic key and 
cryptographic algorithm 



Remote terminal sends the 
message and the cryptogram 
of the digital fingerprint to 
the authorisation centre 



Authorisation centre 
generates symbol set from 
the arrangement of graphical 
symbols sent to the user 
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Authorisation centre 
generates an arrangement of 
graphical symbols best 
fitting to the symbol set 
generating algoridim built 
by the user 



Via the remote terminal 
authorisation centre 
communicates with user the 
newly generated arrangement 
of graphical symbol 



User generates a graphical 
symbol set using his symbol 
set generating algorithm and 
the received arrangement of 
graphical symbols 



User communicates with the 
remote terminal the 
graphical symbol set he has 
generated 
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Remote terminal 
generates cryptographic 
key fix>m symbol set 
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Login accepted 
Message 
sender and 
content 
authenticated 



Authorisation centre 
generates cryptographic key 
from symbol set 



Authorisation centre 
generates unique encryption 
algorithm from symbol set 



Authorisation center 
generates digital 
fingerprint from the 
message of the user 



Authorisation centre decrypts the 
cryptogram of the digital 
fingerprint received fiom the 
remote terminal using the 
cryptographic key and 
cryptographic algorithm generated 
at the authorisation centre 




Login denied 
Message 
sender and 
content not 
authenticated 
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Figure 2e 



7/7 




Symbol selection table Random arrangement 



Figure 3 



